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Key users’ needs addressed by SSPID
innovation with respect to state-of-the-art
This section presents the state-of the-art in relation to the main technological areas covered in
SSPID and in relation to the identified key users’ needs. We will illustrate the potential and
relevance of SSPID innovation to current and future approaches and strands of work on engineering
secure IT-based systems. The final part of the document presents the main innovations of SSPID
beyond state-of-the-art.
The engineering of secure IT systems has been the target of research works intended to deal with
the increasing complexity of systems and characteristics such as distribution, real-time constraints
and heterogeneity and with the need to provide increasing levels of security and privacy.
Unfortunately, no integral and comprehensive approach has been able to successfully address those
challenges and gain acceptance in practice. Regular software engineering methodologies are not
extensively used in the industry as concluded in several studies [1,2]. If we focus on the
development of secure systems, the situation is even worse and there is a growing awareness that
the lack of adequate engineering processes and tools supporting the treatment of security aspects
throughout the whole lifecycle is becoming a veritable Sword of Damocles hanging over many
promising IT-based paradigms like Cloud computing, Internet of Things, Smart Cities, CyberPhysical Systems, Smart Grids, etc.
Current practices for developing secure systems are still closer to art than to an engineering
discipline. But the complexity of IT-based systems is scaling rapidly, and has already reached a
point that exceeds the capacity of any security artisan, no matter how knowledgeable they may be.
As a result, the security of current IT-based systems is far from acceptable, as it is obvious from the
myriad of news in the media about attacks and vulnerabilities discovered and exploited every day.
Most researchers and practitioners in the field believe that this situation can only be improved by
redefining the way we develop systems so that security becomes an integral part of the engineering
activities [3] and by providing extensive computer-support for engineers throughout the whole
system lifecycle [4]. Security is still treated as an after-thought and is, therefore, not fully integrated
into software development practices and tools.
Together with researchers from NIST and MITRE, we performed an in-depth study [5] of the
current approaches for security engineering and the potential for integration of security and system
engineering and we concluded that the origin of this situation is in the lack of a comprehensive and
practical approach featuring a tight integration of three essential components:
(i) A practical engineering process that covers the full development lifecycle of systems in any
domain;
(ii) Means to capture and reuse security expertise; and
(iii) Computer automation and assistance mechanisms to support developers in identifying and
fulfilling the security needs of their systems during the development stages, and in
maintaining adequate security levels when systems are in operation.
In the following subsections we present, for each of the key users’ needs identified, a summary of
the state of the art, the weaknesses and limitations that we have identified, and SSPID approach to
overcome those weaknesses and limitations.
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Need of Security-aware Expertise-driven Engineering Process and
Methodology
There is a growing awareness of the importance of enhancing system engineering practices in order
to address the development of secure systems with reasonable guarantees. In fact, all around the
world governments are actively promoting cybersecurity initiatives to react to the pressing need to
make IT-based systems more secure [6-9]. In response to these mandates, several cybersecurity
frameworks and initiatives have been proposed or are under development [10-11].
However, me must highlight that these cybersecurity frameworks and strategies remain at the
organizational and procedural levels and therefore need to be complemented by analogous
initiatives at the engineering level. Take for instance the cybersecurity framework developed by
NIST [10], which is probably the most well-known cybersecurity framework today. The NIST
framework describes the actions needed to develop a secure system at a very high level. It begins by
describing well-established (ISO) standards for system and software engineering and infuses them
with system security engineering techniques, methods and practices. Unfortunately, it only offers
guidance on how to proceed and lack concrete means to capture security expertise, tool-support, etc.
Likewise, the Software Engineering Institute of Carnegie Mellon has proposed a cyber-security
engineering process [13] for providing security focused in the early stages of its development. As
with the NIST, it does not provide support for selecting and integrating security solutions and has
no tool to facilitate the adoption and to ensure higher levels of consistency and to provide assistance
and validation. Of course, those initiatives are extremely important and valuable, but they focus on
the organizational and awareness aspects of the problem. Therefore, complementary initiatives
focusing on a more technical level are required in order for the former ones to achieve their full
potential.
Moreover, these frameworks are heavily influenced by the traditional way security artisans have
performed their work, and therefore consider threats and risks as the single entry point to the
engineering activities. Again, this is not a problem at the higher level that these frameworks target,
but it is a real problem in practice for technical engineering approaches. The main problems of the
threats-centric approach are that threats change when context, technology, etc. changes even if the
protection goals remain the same, and that it is difficult to identify the abstract protection goals
from a threat-based specification. Therefore, threat- driven engineering approaches miss the “why”
in the requirements specification and therefore provide poor support for complex and continuously
evolving software systems. However, threat-based engineering has been successfully used to
develop innumerable systems and is an extremely valuable element in the activity. Our position is
that threats must be considered, but cannot be the single entry point for engineering activities. In
our opinion there is a need for a change in current engineering approaches as almost all of them
have a predefined entry point. Approaches with a “single entry point” are not realistic, or at least
not practical. When developing a system, one cannot force developers to start by doing one specific
activity or collecting a specific type of information (be it risks, threats or whatever else). What
happens in real world is that you have a mix of information to start with (some risks, some
properties, several threats, etc.) and therefore, successful and practical engineering approaches
should allow developers to start working with any kind of information that is available to them.
Moreover, we believe that there is a need to capture the relations between these elements (risks,
threats, properties, solutions, etc.) in rich and rigorous knowledge-representation artefacts in order
to enable multiple entry-point approaches.
In a category of its own, the Tropos [13] methodology is an agent-oriented software engineering
process that models the requirements of the system as a composition of subsystems. Although
promising, the approach remains at a very high level of abstraction where goals and interests of
different stakeholders are the focus. Tropos has tool-support, but covers only the “initiation”
activities when stakeholders have to come to agreements and establish trade-offs and high level
strategies to achieve the goals. Connecting a Tropos model with other approaches covering
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technical engineering and design of secure systems is still not well supported, although it remains
an interesting problem to address.
Most of the existing security engineering processes are based on models, with UML being the most
popular modelling framework [15]. UML has been used to model specific security aspects such as
access control [16,17,18] and has been adopted as the preferred architectural representation of
solutions in security patterns [19]. However, none of these approaches has focused on representing
general security concepts in a comprehensive and integrated way and focusing on the engineering
of secure systems as opposed to the representation of security solutions.
Some UML-based modelling languages such as SysML [20] have included additional support for
security and privacy aspects. SysML is an interdisciplinary language that extends UML with
various elements and processes such as requirements modelling, but have not really achieved a
consistent and comprehensive framework for engineering secure systems, and moreover, lack
integration with the regular system engineering practices.
Also based on UML, Model-Driven Security (MDS) [21] is an approach that intends to apply
model-driven approaches to automatically generate technical security implementations from
security requirements models. MDS uses SecureUML to model systems and design their security
but, unfortunately, the only security aspects that can be described using this approach are role-based
access control policies. Moreover, the approach tends to become complex and very dependent on
the availability of security experts for critical activities like design decisions. For instance, Basin et
al. [22] propose this model-driven methodology for developing secure data-management
applications. To do so, system engineers have to model three different views of their desired
application (data model, security model and GUI model). The process uses SecureUML in order to
include security in the process but it requires system engineers to have a high level of security
expertise in order to create the required solutions. Also the process does not take advantage of
security expertise artefacts, which means that the solutions are not reused and must be manually
integrated in the system.
Model-based security engineering [21] has been proposed as a general term to represent the major
strand of research focusing on using models for security engineering. Opposed to Model-driven
approaches, no automated transformations between models are considered here. However, most of
these works still depend on complex and expert-provided inputs that require a large amount of
security expertise, are weak in reusability of security knowledge and lack decision and validation
support.
In fact, a major drawback of current approaches, even in the cases with well established
methodology and a certain level of maturity, is that they fail to provide a reasonable support for
systematic engineering since the identification, characterization and specification of the protection
goals and the related threats as well as the selection of appropriate mechanisms and
countermeasures depends on the experience of the engineers.
The approaches described above represent only minor improvements over the security
craftsmanship era.
Key users’ need identified. There is a pressing need for a systematic and comprehensive system
engineering approach that: (i) Drives upon experts’ security knowledge, but does not depend on
their direct participation in the engineering and design processes; and (ii) Provides a high level of
computer assisted decision support covering the complete IT systems engineering lifecycle.
SSPID approach to address identified users’ need (beyond state-of-the-art). SSPID provides
companies with an engineering process characterised with high-level of modularity, flexibility and
adaptability that best scales to and integrates with the most common industry engineering practices.
SSPID will allow companies to: (i) Achieve a security engineering process tailored to their systems’
needs and practices, and (ii) Apply world-class security expertise and solutions into their systems
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with high-level of rigor and precision.

Need of Machine-processable and Engineering-oriented Security
Expertise Representation
Regarding the representation of security expertise, different artefacts have been proposed for
representing security solutions, focusing on different engineering phases and following different
paradigms. A comprehensive survey on the artefacts defined for representing security aspects [23]
highlights the fact that most current artefacts are small extensions and improvements of artefacts
that were developed in a time in which security threats and needs were very different and much less
crucial. Other studies highlight the lack of mechanisms to enable the reuse of security knowledge
with adequate levels of rigor and precision [24].
As a representation of security solutions, security patterns [25] are a mature paradigm intended to
reuse the security expertise needed to design secure systems. Security patterns have demonstrated
that their use, especially at the software architecture level, can be helpful for system designers as
they provide documented, validated and tested solutions. There exist several security patterns
libraries for this task but (i) there are no mechanisms to support trust and to evaluate the quality of
the patterns; and (ii) in their current form, security patterns offer little to no support for rigorous and
systematic pattern selection and practically no support for the integration into a system being
developed.
Security pattern diagrams [26] have been presented as a mechanism for facilitating the selection of
patterns. However, arranging patterns in diagrams that relate them is an over-simplification that
does not provide rich selection capabilities (after all a diagram can only organize elements based on
a very reduced set of attributes). In order to cope with the complexity of the design decisions in
current and future systems we need much more powerful and rigorous decision support
mechanisms.
Similarly to pattern diagrams, risk modelling [27] and threat modelling [28] have frequently used
tree-based representations that (i) assume that navigation on the diagram will be based on one or
two attributes, which is an oversimplification; and (ii) are isolated from other security aspects.
Therefore they do not relate risks with properties, or solutions and threats, which is highly relevant
and useful information for the system engineers. Moreover, it is frequent that these trees and
diagrams are presented as “one-size-fits-all” ignoring the subtle but crucial differences between
different application scenarios, technologies and context.
UML has also been used as the language to represent some aspects of security knowledge
[16,17,18]. Although UML-based artefacts are usually tool-supported, most approaches have been
limited to specific aspects such as access control and authorization.
Key users’ need identified. There is a pressing need to define novel knowledge representation
artefacts that are able to capture security knowledge from experts with the goal of using those
artefacts for assisting system engineers in the task of engineering secure systems. We believe that
security patterns are one promising candidate for representing security solutions, but we reckon that
in their current form they do not provide any support for computer processing. Moreover, other
artefacts are necessary for representing other types of security knowledge and to integrate the
different concepts in a consistent modelling formalism.
SSPID approach to address identified users’ need (beyond state-of-the-art). SSPID innovation
will offer companies of any size an affordable and easy access to up-to-date word-class security
expertise and solutions in a computer-processable format allowing them to streamline security and
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privacy of their systems by design. SSPID users will have access to an extensive knowledge base
for a wide range of domains such as cloud- and service-oriented computing, cyber-physical
systems, Internet of things, e-government, etc.

Need of Security Engineering Toolset with High-degree of Decision
Support and Process Automation
One of the most important activities when designing a secure system is deciding how to fulfil the
targeted security requirements with sound and compatible security solutions. This process is usually
manual and currently requires a high level of security expertise from the system engineer. In this
respect, engineering process automation will provide crucial support to system engineers not only in
the selection of the most suitable security solutions to addresses their requirements, but also in
identifying security requirements, analysing those, integrating the selected solutions in the system
model, and maintaining the consistency of the integrated security solutions.
A model-based method developed by Beckers et al. [29] defines functional safety requirements
using a given set of safety goals and enables a rigorous validation of several constraints expressed
in OCL. Also Riaz et al. [30] have developed a tool-assisted process that takes as input a set of
natural language artefacts and, using machine learning techniques, automatically identifies securityrelevant sentences in the artefacts and classifies them according to the security objectives. Moradian
et al. [31] propose a process that supports verification of fulfilment of security goals and validation
of security requirements during different phases of the development lifecycle. This is achieved by
means of meta-agents, which automatically create a security checklist and a list of actions to be
taken by system engineers.
A supporting tool for automation of security management is the Cyber Security Evaluation Tool
[32]. It guides users through a step-by-step process to assess their control system and information
technology network security practices against recognized industry standards. The output of the tool
is a prioritized list of recommendations for improving the cybersecurity characteristics of the
system. The tool derives the recommendations from a database of cybersecurity standards,
guidelines, and practices.
Based on the popularity of UML, some works have proposed methodologies for verifying UMLbased security requirements on system models [33,34]. For example, a recent work by Aoki and
Matsuura [34] proposes a method to verify UML-based security requirements using model checking
technique and Common Criteria security knowledge. In the proposed work, Common Criteria
supports engineers in defining adequate security requirements derived from human-readable format
documentation. This helps developers verify whether UML-based requirements analysis meet those
requirements in the early stages of software development. Unfortunately, the method requires an
extensive expertise from system engineers in security specification and does not provide any
decision-support tools to help them define the security requirements.
Georg et al. [33] proposed an aspect-oriented risk-driven development methodology for developing
secure systems. This methodology supports designers in defining system assets, identifying
potential attacks against them, and evaluating system risks. When a risk is unacceptable designers
mitigate the associated threat by incorporating security mechanisms into the system design. The
methodology lacks a library of security knowledge that can be used in the design of the system and
an engineering automation process that simplifies the decision-support of the security mechanisms.
Based on our analysis on the state-of-the-art automation methods and tools for engineering
processes [5], we conclude that although some of them provide ways to support recommendations
as well as to analysing the fulfilment of system security requirements, they provide no means to
select and integrate security expertise, and manage adoption of trusted, certified and recognised
security solutions with strong traceability and automation capabilities.
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In summary, tool-supported security engineering processes are currently manual and requires a high
level of security expertise from system engineers.
Key users’ need identified. There is a pressing need for an engineering tool that provides support to
system engineers in decision-making, minimising error-prone activities and avoiding that security
engineering interferes with functional system engineering activities.
SSPID approach to address identified users’ need (beyond state-of-the-art). SSPID innovation
will provide crucial computer-assisted decision support to system engineers in the selection of the
most suitable security solutions to address their requirements, and in the integration of selected
solutions in their system model. SSPID toolset is designed to hide complexity and minimise errorprone activities, while at the same time documenting and tracing with appropriate evidences the
sound use of security solutions.

Summary of main innovations of SSPID
Table 1 shows a summary of the main innovations of SSPID beyond the state-of-the-art.
Field
Security
Knowledge
Representation

Systems
Engineering

Engineering
process
automation

Advances
Novel security patterns specification and expertise-representation artefacts enabling:
• Detailed and precise security expertise and knowledge representation for computeroriented processing and analysis;
• Computer-oriented engineering of secure systems with expert-knowledge-driven
decision support for systems engineering;
• Evolution-friendly expertise representation and reasoning;
• Trust-verifiable computing of expertise trustworthiness during system engineering.
Novel systems engineering process model allowing high level of:
• Modularity, flexibility and adaptability to cope and scale to the diverse nature of
current and future IT-based systems;
• Reuse of knowledge provided by security experts;
• Expertise-driven automation and computer assisted support to engineers;
• Flexibility of adoption by customers to best suit their current engineering practices.
Novel expertise-driven decision-support methods, techniques and mechanisms to:
• Support system engineers in decision-making and minimise error-prone activities;
• Avoid secure system engineering interfere with functional system engineering by
providing computer-supported on-the-fly verification of security in system models;
• Support traceability of engineering processes, and ensure adequate documentation
of security design decisions to facilitate evaluation, certification and labelling;
• Support system evolution based on up-to-date security knowledge, and system
resilience based on collective intelligence approaches.

Table 1: Main innovations of the SSPID solution beyond the state-of-the-art.

Conclusions
We have presented several problems and limitations in different areas of the security engineering
that, in our opinion, are behind the limited adoption in industry. Bearing in mind the strong
consequences unsecure systems may have, it becomes clear that a computer-oriented engineering
approach capable of providing supporting-tools, trusted security solutions and engineering
automation is of high need to industry. This is precisely the central objective of SSPID innovation.
We are well aware that a scientifically- and technically-sound solution is not enough. Without
ensuring usability and adequate measures to foster adoption and overcome market barriers, such
solution would never be used in practice despite of its theoretical merit [35,36].
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